University of Macau

Department of Sociology

Master of Criminology

Perspective on Computer Crime in Macau

— Internet Hacking

By
KONG Cheng-Ian, Joey
Student Number: M-B1-5615-1

Supervisor: Dr KUO Shih-Ya

Thesis submitted in partial fulfillment of the requirements for the degree of

Master in Criminology at the University of Macau

May 2013

Page 1 of 54



Declaration

KONG Cheng-Ian, hereby state that this thesis is my own and original
work, apart from the sections where origins are clearly stated. All the materials in
this thesis have never been used (partially or wholly) in fulfilling the
requirements for any degree or qualification in this or other universities prior to
this submission.

Student’s Signature:

Date: 2o/3 ~;,/$4

Page 2 of 54



Acknowledgement

Although I taken efforts in this thesis, it would not have been possible
without support and helpful for some people. At first, I am very grateful to Dr.
Kuo Shih-Ya for her academic suggestions, comments and patient, special
thankful for all of my interviewees, including the participant hackers and
law-enforcement officers. Again, this thesis would not be completed on time

without their assistant.

Page 3 of 54



Content

DECIATALION ...ttt ettt ettt et e 2
ACKNOWIEAZEMENL. ......ciiiiiiiieeiie ettt e e e eaaeeennee s 3
AADSTIACE ..ttt ettt ettt et sa bttt e e b e 6
Section 1 INtrodUCHION .....c...eiiiiiiiiiiiiiee e 7
Section 2 Literature REeVIEW .........cocouiiiiiiiiiiiiiiiiiiiciic e 11
I.  Definition (Computer crime vs. Internet hacking)..........c.cccccceevienne. 11
II. Theoretical EXplanation ..........cccceeivueieiieeeniiieeiiiiisiieeeiee e eeveesineens 13
III. Meffvations ....... ot ..o T e, 15
IV, TYPOIOZIES....eiiiiieeeiie et eettteie ettt et ere et e e bee b eeaveessaee e 17
V. Phenomenon of Internet Hacking............ccccooiiiiiiiiiiiiiiniiiiiinieneee 21
Section 3 Studying SN i....coiiieeriieeiirieeeieeaiurreseeeenieeeereeesreeesareeereeesveeesnnes 22
I.  Description Of MaCAU.......cccueeeviieeiiieeiitiieiee et e et eieeeereessaeeseree e 22
II.  Anti-Computer Crime Law ......c.coovvveeiiiiiiieeeiieeieece e 24
Section 4 Methodology and Data Collection ............cceccuveeriveenieeenieeeiee e 25
| SR\ (51510 T 0] (0 Y. 2SR 25
II.  Data COllECtION. ...ccc.eeiiiiiiieiieiieeieete ettt 27
Section 5 FINAINGS ......coouiiiiiiiiiiiieieee ettt 29
L. MOUIVALIONS .ttt ettt sttt 30

Page 4 of 54



II.  TYPOIOZICS .evveeeniieeeiiieeeiie ettt ettt et e ve e tee e e b eeeareeensaee e 32

III. Internet Hacking in Macau.........cccovueeeiiiieiiiieeieeeiieeciie e 33
SECtion 6 DISCUSSION ..cu.eiiuiiiiiiiiieiie ettt 38
Section 7 Suggestions and Limitations ...........cccueeeeeuieeriieeeniieeenieeenieeeieeeeeeee e 41

L. SUZEESHIONS ..eiiiiiieiiieeciie ettt ettt e e e eaaeeees 41

IL LIMITAIONS .eoieiiiiiiiieeiieeiieei ettt ettt 43
Section 8 CONCIUSION .....eiiuiiiiiiiiiiiiieeieet ettt 44
Appendix I - Questionnaire for HaCKers ...........c.iceeviieeniieiiiieeiieeeiie e 46
Appendix II - Questionnaire for Law-enforcement Officers ..........c..ccccuvevrunennee. 50
References’. .- ™f............... OSSNt ... AN 52

Page 5 of 54



Abstract

Based on the rapid social change and development of high-technology,

Internet becomes a platform for communication and share information amongst

people, at the same time, there has been an increase in the number of computer

crimes derived from Internet. For this study, it focuses on an important and

particular type of computer crimes in Macau- Internet hacking.

As Macau lacks of the relevant studies and theories to investigate Internet

hacking problem, this thesis will use qualitative method (comprising interview

six hackers and four law-enforcement officers) and combine two Western

theories (operant conditioning theory and social learning theory) to examine the

following problems in Macau: the characteristics (comprising hacker’s age and

gender) of Internet hacking, the typologies of Internet hacking, the motivations

for hackers, the differences between Macau and Western countries Internet

hacking problem. Besides, the influence of ‘Anti-computer Crime Law’, the

relationship between parents and hackers, and the relationship between gambling

industry and Internet hacking are also will be discussed. Lastly, this study will

offer some suggestions for Internet users and government.
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